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What is a Roam?

fast basic service set (BSS) transition: Change of association by 
a station (STA) that is from one BSS in one extended service set (ESS) to 
another BSS in the same ESS and that minimizes the amount of 
time that the data connectivity is lost between the STA 
and the distribution system (DS).

basic service set (BSS) transition: Change of association by 
a station (STA) from one BSS to another BSS in the same extended 
service set (ESS).

pre-Auth - SKC - OKC 
802.11r - Fast BSS Transition (2008)
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Disclaimer
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Some help to become „Fast“!

Beacons

Probe Request

Probe Response

802.11k? 
802.11v? 

RNR?
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„Fast“ enough?

Authentication

Authentication

Association Request

Association Response

Open

Authentication

Authentication

Association Request

Association Response

SAE

4-Way Handshake

Authentication

Authentication
~70ms

~5ms

Authentication

Authentication

Association Request

Association Response

PSK

4-Way Handshake

~30ms
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„Fast“ enough?

Authentication

Authentication

Association Request

Association Response

802.1X

4-Way Handshake

EAP
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„Fast“ enough?

802.1X

EAP

~
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I am ~30ms 
away
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„Fast“ enough?
EAP
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Fast BSS Transition

Assumptions:

• Each STA-AP combination needs a 4-Way-Handshake generate 
the PTK from the PMK.

• Each STA-AP combination needs a PMK.

4-Way HS 4-Way HS

PMK

PMK PMK

PMK
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1

EAP

Fast BSS Transition

Supplicant

Authenticator Authenticator

Authentication Server

MSK via

RADIUS

2

4-Way HS
3

?
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Key Hierarchy
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Key Hierarchy

IEEE Std 802.11-2020

MSK

PMK-R0

R0KH

PMK-R1B

R1KHB

PMK-R1A

R1KHA

MSK PMK-R0

S0KH

PMK-R1

S1KH PTK

PTKPTK
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Key Hierarchy

MSK

R0KH

R1KH

MSK

R0KH
R1KH

MSK

R0KH
R1KHA R1KHB

The R0KH interacts with the IEEE 802.1X Authenticator to receive the MSK resulting from an EAP authentication.
The R1KH interacts with the IEEE 802.1X Authenticator to open the Controlled Port.
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Is Fast BSS Transition available?

mobility domain: A set of basic service sets (BSSs), within the 
same extended service set (ESS), that support fast BSS transitions 
between themselves and that are identified by the set’s mobility 
domain identifier (MDID).

mobility domain identifier (MDID): An identifier that names 
a mobility domain.
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Is Fast BSS Transition available?
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Is Fast BSS Transition available?
• Two modes

• Over-the-Air

• Over-the-DS



Karsten Iwen - WLPC Prague 2025

Is Fast BSS Transition available?
• Two protocols

• FT protocol

• FT resource request protocol 
This protocol is executed when an FTO requires a resource request prior to 
its transition.

FT Originator (the STA)
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Is Fast BSS Transition available?

9.4.2.24.3 AKM suites

non-FT

FT
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Is Fast BSS Transition available?
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Is Fast BSS Transition available?
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Frame by Frame

Google Pixel 9 
Android 16

Meraki CW9166I-MR 
MR 31.1.7.1

Cisco ISE 
3.3.0.430 P7 

~30 ms RTT away 

Channels: 
36, 40 MHz 
69, 80 MHz

Channels: 
161, 40 MHz 
5, 80 MHz

Meraki CW9166I 
MR 31.1.7.1

AP „A“ AP-1 AP „B“ AP-2
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Frame by Frame
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Frame by Frame
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Frame by Frame
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Frame by Frame
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Frame by Frame
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Frame by Frame
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Frame by Frame

„Upon a successful authentication, the R0KH shall delete any prior PMK-R0 
security association for this mobility domain pertaining to this S0KH.“

12.7.1.6.1 Overview

MSK



Karsten Iwen - WLPC Prague 2025

Key Hierarchy
MSK -> PMK-R0

IEEE Std 802.11-2020, 12.7.1.6.3 PMK-R0
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Key Hierarchy
• PMK-R0 -> PMK-R1

IEEE Std 802.11-2020, 12.7.1.6.4 PMK-R1

The computation of PMK-R0 and PMK-R1, and all of the intermediate 
results in the computations, shall be restricted to the R0KH.


13.2.1 Introduction
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Frame by Frame
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Key Hierarchy
• PMK-R1 -> PTK

IEEE Std 802.11-2020, 12.7.1.6.5 PTK

The computation of PTK, and all intermediate results 
in its computation, shall be restricted to the R1KH.


13.2.1 Introduction
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Frame by Frame
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Frame by Frame
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Frame by Frame
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Frame by Frame
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Frame by Frame

✅ Mobility Domain matches

✅ AKM is FT

✅ Cipher Suite matches initial MD Association
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Frame by Frame

✅ R0KH reachable?
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Frame by Frame

R0KH R1KHB

PMK-R1B

The distribution of keys from the R0KH to the R1KHs is outside the scope of this standard. It is assumed 
that the PMK-R1s are distributed from the R0KH to the R1KHs following the requirements specified in 
13.2.2. 

12.7.1.6.1 Overview 

The R0KH and the R1KH are assumed to have a secure channel between them that can be used to 
exchange cryptographic keys without exposure to any intermediate parties. The cryptographic strength 
of the secure channel between the R0KH and R1KH is assumed to be greater than or equal to the 
cryptographic strength of the channels for which the keys are used. 

13.2.2 Authenticator key holders
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Frame by Frame

PMKR0Name

PMKR1Name

I have a PMK-R1
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Frame by Frame
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Frame by Frame
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Frame by Frame
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Frame by Frame
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Frame by Frame
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Frame by Frame

Figure 11-17—Relationship between state and services between a given pair of nonmesh STAs

The SME of the AP shall open the 
IEEE 802.1X Controlled Port.


The FTO shall transition to State 4 (as 
defined in 11.3).


If the target AP is distinct from the 
previous AP, the FTO shall enter State 
1 with respect to the previous AP.


13.7.1 FT reassociation in an RSN
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Frame by Frame
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Frame by Frame
30
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Call to Action

Enable Fast BSS Transition now!
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Still not fast enough?


