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WPA3 - 192 bit Mode

WPA3-Enterprise: 192-bit cryptographic strength for networks 
transmitting sensitive data

The 192-bit security mode provides an added level of protection by 
specifying the configuration of each cryptographic component, 
ensuring that the overall security of the network is 
consistent. By design, WPA3-Enterprise 192-bit security mode does 
not allow a Wi-Fi network to be configured below the defined, high 
level of security. A Wi-Fi network in 192-bit security mode requires 
all client devices to operate in the same 192-bit security mode.

What’s new in Wi-Fi® security?
by The Beacon, October 15, 2020
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Security Level

BSI TR-02102-1, Version 2024-01
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Security Level

• BSI TR-02102-1, Version 2016-01 
Insgesamt erreichen alle in dieser Technischen Richtlinie angegebenen 
kryptographischen Verfahren mit den in den einzelnen Abschnitten geforderten 
Parametern ein Sicherheitsniveau von mindestens 100 Bit. 

• BSI TR-02102-1, Version 2024-01 
Insgesamt erreichen alle in dieser Technischen Richtlinie angegebenen 
kryptographischen Verfahren mit den in den einzelnen Abschnitten genannten 
Parametern ein Sicherheitsniveau von mindestens 120 Bits.
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Security Level

• NSA/NIST Suite B Cryptography (2005)

• Security Level „Secret“: 128 Bit

• Security Level „Top Secret“: 192 bit

• Commercial National Security Algorithm Suite, CNSA (2018)
• Advanced Encryption Standard with 256 bit keys

• EC-DH and EC-DSA with curve P-384

• SHA-2 with 384 bits

• DH key exchange with a minimum 3072-bit modulus

• RSA with a minimum modulus size of 3072

• Commercial National Security Algorithm Suite, CNSA, v2 (2022)
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Security Level
Verschlüsselung

0 bit

120 bit
128 bit

192 bit

256 bit

WEP/TKIP WPA2/WPA3 WPA3-192

CCMP-AES128

GCMP-AES256

RC4
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Security Level
PTK-Generierung

0 bit

120 bit
128 bit

192 bit

256 bit

AKM1 → 802.1X (WPA2)
AKM2 → PSK (WPA2)

AKM12 → 802.1X (WPA3-192)
AKM13 → 802.1X FT 

SHA-1

SHA-256

SHA-384

AKM3/4 → FT (WPA2)
AKM5 → 802.1X (WPA2/3)
AKM6 → PSK (WPA2)
AKM8/9 → SAE/SAE FT (WPA3)
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Security Level
Authentifizierung

0 bit

120 bit
128 bit

192 bit

256 bit

Personal Enterprise

IEEE 802.11-2020
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Security Level
Authentifizierung

0 bit

120 bit
128 bit

192 bit

256 bit

Personal Enterprise

BSI:
RSA-2048

BSI:
RSA-3072
EC-256

CNSA:
RSA-3072
EC-384
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Security Level
Schlüsselaustausch

0 bit

120 bit
128 bit

192 bit

256 bit

192 bit

128 bit
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WPA3 - 192 bit Mode

• WPA3 Specification, Version 3.3, 2024-02-16:

• An AP's BSS configuration shall enable AKM suite selector 00-0F-
AC:12 (Suite B 192b) and shall not enable any other AKM suite selector. 
Note: WPA3-Enterprise 192-bit mode does not interoperate with any other 
security mode.

IEEE Std 802.11-2020:

IEEE Std 802.11-2016:
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WPA3 - 192 bit Mode

• WPA3 Specification, Version 3.3, 2024-02-16:

• An AP's BSS configuration shall be PMF Required, i.e., AP sets MFPC to 1 
and MFPR to 1 in beacons and probe responses of the BSS.

• Permitted EAP cipher suites for use with WPA3-Enterprise 192-bit mode 
are:

• TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384

• ECDHE and ECDSA using the 384-bit prime modulus curve P-384 

• TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384

• ECDHE using the 384-bit prime modulus curve P-384

• RSA ≥ 3072-bit modulus 

• TLS_DHE_RSA_WITH_AES_256_GCM_SHA384

• RSA ≥ 3072-bit modulus

• DHE ≥ 3072-bit modulus
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Und der RADIUS-Server?

RFC 7268 - RADIUS Attributes for IEEE 802 Networks
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Quantum Computer?

• Commercial National Security Algorithm Suite, CNSA, v2.0 (2022)

U/OO/194427-22 | PP-22-1338 | SEP 2022 Ver. 1.0



Karsten Iwen - WLAN Klassentreffen 2024

Quantum Computer?

• Commercial National Security Algorithm Suite, CNSA, v2.0 (2022)

U/OO/194427-22 | PP-22-1338 | SEP 2022 Ver. 1.0

https://pq-crystals.org/
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Quantum Computer?

• Commercial National Security Algorithm Suite, CNSA, v2.0 (2022)

U/OO/194427-22 | PP-22-1338 | SEP 2022 Ver. 1.0
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(Fast) Roaming

IEEE Std 802.11-2020 
Table 9-151—AKM suite selectors
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(Fast) Roaming

Cisco CW9162, v17.15.1, iPhone 15 Pro Max, v17.6.1



Karsten Iwen - WLAN Klassentreffen 2024

(Fast) Roaming

Meraki CW9166, v30.7, iPhone 15 Pro Max, v17.6.1
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Endgeräte

• Apple iOS/iPadOS 
… allen iPhone 11-Geräten (oder neuer), allen iPad-Geräten ab der 
7. Generation und … unterstützt.

• Apple macOS 
… allen Mac-Computern mit Apple Chips unterstützt.

• Android v12

• Windows 10/11
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Wann mit der WPA3-192 
Implementierung anfangen?Jetzt!


