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The different versions of 802.1X
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Is this relevant for us?

NOT AT ALL!
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•IEEE 802.1X-2001

•IEEE 802.1X-2004

•IEEE 802.1X-2010

•802.1Xbx-2014 - Amendment 1: MAC Security Key Agreement 
Protocol (MKA) Extensions

•802.1Xck-2018 - Amendment 2: YANG Data Model

•IEEE 802.1X-2020

The different versions of 802.1X
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•Interpret as version B

•Ignore what is undefined

Handling of different Versions

•Interpret as version A

•Ignore what is undefined

System A

Version B ≥ Version A Version B ≤ Version A

IEEE Std 802.1X-2001, IEEE Std 802.1X-2004
7.5.7 Validation of received EAPOL frames and EAPOL protocol version handling

IEEE Std 802.1X-2010, IEEE Std 802.1X-2020
11.5 EAPOL protocol version handling

System B System A System B
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Handling of different Versions

To 
Client

From 
Client
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IEEE 802.1X-2001
•Initial Version

•7.5.3 Protocol version = 1

•Only Key Descriptor for RC4

•7.8 „This standard refers to EAP carried in RADIUS as a basis of these exchanges; 
however, the use of other protocols to achieve these exchanges is permitted.“

•D.1 „Although RADIUS support is optional within IEEE Std 802.1X-2001, it is 
expected that most IEEE Std 802.1X-2001 Authenticators will function as 
RADIUS clients.“
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IEEE 802.1X-2004
•Same purpose as IEEE 802.1X-2001

•More detailed purpose and scope

•More Definitions and abbreviations explained

•New IEEE 802.11 Key Descriptor Type => RSN

•RC4 Key Descriptor Type defined as „deprecated“

•Mentions also Diameter as an example of an AAA protocol
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IEEE 802.1X-2004

IEEE 802.1X-2001 IEEE 802.1X-2004

•IEEE 802.1X-2004 defines that the Supplicant can also have a controlled/
uncontrolled port:

•6.4 Controlled and uncontrolled access

•6.7 Coupling two EAPOL authentications
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IEEE 802.1X-2004
•D.5 Security considerations (for RADIUS Integration)

•D.5.6 IEEE 802.11 integration

•Standard grew from 134 to 169 pages

•7.5.3 Protocol version = 2
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IEEE 802.1X-2010
•Complete rewrite of IEEE 802.1X-2004:  

„The extent of the changes necessary to IEEE Std 802.1X-2004 made it 
appropriate to revise IEEE Std 802.1X as a whole.“

•Addition of IEEE 802.1AE MAC Security (MACsec) and/or MKA (MACsec Key 
Agreement protocol)

•6.6 Use of this standard by IEEE Std 802.11 
[…] It is not the purpose of this standard to provide alternatives for the IEEE 
Std 802.11 specified functionality in 802.11 wireless networks.

•5.22 Prohibitions  
An implementation that is claimed to conform to this standard shall not  
a) Support access to the MIB […] using any version of SNMP prior to version 3.
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IEEE 802.1X-2010
•RC4 Key Descriptor Type still only „deprecated“

•Standard grew from 169 to 205 pages

•11.3.1 Protocol Version = 3
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IEEE 802.1X-2020
•Very similar to IEEE 802.1X-2010

•Incorporating:

•IEEE Std 802.1Xbx™-2014 
Amendment 1: MAC Security Key Agreement Protocol (MKA) Extensions

•IEEE Std 802.1Xck™-2018 
Amendment 2: YANG Data Model

•RC4 Key Descriptor Type is not mentioned any more

•Standard grew from 205 to 287 pages

•11.3.1 Protocol Version = 3
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Thank you for listening


